JMIR FORMATIVE RESEARCH

Viewpoint

Narayan et al

Decentralizing Health Care: History and Opportunities of Web3

Aditya Narayan®, BSc; Kydo Weng?, BSc, MS; Nirav Shah', MPH, MD

IClinical Excellence Research Center, Palo Alto, CA, United States

2Computer Science Department, Stanford University, Stanford, CA, United States

Corresponding Author:
AdityaNarayan, BSc

Clinical Excellence Research Center
453 Quarry Road

Palo Alto, CA, 94304

United States

Phone: 1 7039159597

Email: adithara@stanford.edu

Abstract

This paper explores the relationship between the development of the internet and health care, highlighting their parallel growth
and mutual influence. It delves into the transition from the early, static days of Web 1.0, akin to siloed physician expertise in
health care, to the more interactive and patient-centric era of Web 2.0, which was accompanied by advancements in medical
technologies and patient engagement. This paper then focuses on the emerging era of Web3—the decentralized web—which
promises atransformative shift in health care, particularly in how patient data are managed, accessed, and used. This shift toward
Web3 involves using blockchain technology for decentralized data storage to enhance patient data access, control, privacy, and
value. This paper also examines current applications and pilot projects demonstrating Web3's practical use in health care and

discusses key questions and considerations for its successful implementation.
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Introduction

The relationship between the development of the internet and
health care is a complex one, marked by parallel growth and
mutual influence. As we have witnessed with the recent surge
in interest surrounding generative artificial intelligence (Al),
merely responding to technol ogical innovationswithin the health
care sector isinsufficient; instead, we must encourage proactive
readiness for the future. Accordingly, in this piece, we aim to
explorethe current tragjectory of internet technologies alongside
health care and emphasize the need for a shared vision of the
path forward.

In many ways, the evolution of theinternet parallelstheiterative
changes that have defined health care (Table 1). The internet’s
earliest form was dubbed Web 1.0, or the “read-only web,” and
wasfilled with static pages, unidirectional flows of information,
and minimal opportunities for engagement. This is not unlike
the early days of medicine, in which siloed physician expertise
left little space for patients to have a voice in their care. Web
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1.0 is exemplified by the early adoption of eectronic health
records (EHRs), which digitized patient records for easier
access, abeit in a static form. Over the past several decades,
we have transitioned from Web 1.0 to Web 2.0, which
emphasizes bidirectional information flowswith user-generated
content, socid networks, and the democratization of information.
In the same way, medicine has evolved in light of advancesin
medical technologies and a growing recognition of the critical
role of patients making decisions about their own care. Web
2.0ischaracterized by enhanced interactivity and user-generated
content, with platforms such as patient portals adding another
layer of patient engagement. Regarding public consumption,
social media platforms, for instance, facilitated health
communitieswherein patients could share experiencesand build
support networks. Further, this era saw the beginning of digital
information dissemination in health care. Web-based health
information repositories like WebMD provide patients and
health care providerswith accessto medical information. Thus,
as afield, health care has made significant progress. However,
in the context of Web 2.0, we remain bound by limited
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interoperability while various entities benefit from the storage,
use, and sale of personal information. We are now on the cusp

Table 1. Parallels between the evolution of the web and medical practice.
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of anew eraof theinternet—and potentially anew eraof health
care—with the advent of Web3.

Evolution of the web

Evolution of health care

Web 1.0

o  Static webpages have minimal opportunitiesfor usersto engage with
content on the page or with other users.

« Thereisaunidirectiona flow of information from the web page to
the user.

o Itistext-based with limited media.

Web 2.0

e Web2.0introduced aread-write web where users could both consume
and contribute information.

.  Socia networks—the emergence of socia networking platforms al-
lowed users to connect, collaborate, and share information.

«  User-generated content—websites began to allow users to upload,
modify, and share content.

«  User-driven applications—the devel opment of more advanced web
technologies allowed for user-driven applications and services, like
blogs, wikis, and media-sharing platforms.

Web3

o Web3 uses machine learning, artificial intelligence, and natural lan-
guage processing to understand and interpret information.

o Decentralization—data are stored on decentralized networks of
computers rather than controlled by individual entities.

«  User control—it isdesigned to give end users more control over their
own dataand web-based interactions. It eliminates the need for inter-
mediaries, enabling secure, peer-to-peer interactions.

Early medicine

«  Physician-centric—the early stages of medicine were largely domi-
nated by physicians and their expertise. The flow of information and
decision-making were unidirectional, from physician to patient. Ad-
ditionally, there were fewer roles within health care teams, thereby
limiting the division of labor and wraparound service delivery.

. Expertiseissiloed by specialty or organ system, with limited
crosstalk.

. Limited patient engagement—patients had minimal input or agency
in their own health care. They were often passive recipients of care.

«  Limited technology—the use of technology in health care waslimited
or rudimentary, with only foundational electronic health record plat-
forms. Technology primarily focused on direct patient carewithlittle
emphasis on data management or communication.

Medicinein the era of technology

« Increased patient engagement—this era saw a shift toward patient-
centered care, where patients have become more active participants
in their health care journey with the ability to access (but not own)
their health care data.

« Integration of technology—novel technologies have become deeply
integrated into health care, leading to the development of
telemedicine, patient portals, and wearable technologies.

« Interdisciplinary approach—the practice of medicine has become
increasingly interdisciplinary, involving teams of diverse health care
professionals working together to provide care.

The future of medicine

«  Data ownership—patients may have full control and ownership of
their health data, which could be securely stored and accessed on
decentralized networks, improving privacy and interoperability.

«  Advanced health care technol ogies—theintegration of artificial intel-
ligence, blockchain, large language models, and other advanced tools
may lead to novel health care solutionslike smart contractsfor health
insurance, predictive health analytics, precision treatments, and so
on.

«  Patient autonomy—patients may have increased agency over their
involvement in research and clinical care, reinforcing the shift toward
truly patient-centered approaches.

Web3 is adso referred to as the decentralized web, or the
blockchain web, and represents the next stage of the internet
wherein data are stored on decentralized networks of computers
rather than by individual, centralized entities. Web3 aims to
create a more secure, transparent, and user-owned paradigm
built on blockchain technol ogy and peer-to-peer networkswhich
enable users to securely interact with one another without the
need for intermediaries. Web3 broadly may be thought of as a
“new” internet—in which data and web-based interactions are
owned and controlled by the end users.

Sharing of patient data initially collected for clinical care or
research between health care institutions and third-party
companies where it might be used for commercial gain is
common [1]. While being cared for, patients may unknowingly
agree to the deidentified sharing of their data with external
entities. Explicit permission for such sharing is sometimes not
required if the dataare deidentified but nonethelesslimits patient
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agency. As health care ingtitutions increasingly recognize the
commercial value of such data, they engagein activitiestorefine
and monetize these data through specialized third-party
organizations. For example, Truveta, founded by a consortium
of health systems, exists to structure and commercialize their
dataassetson behalf of the health systems[2]. Thetrend extends
to hospitals creating and divesting their own spin-off companies
for specific data like genetics and annotated pathology.
Moreover, companies like Komodo Health aggregate diverse
data sets to develop products and services such asclinical trial
planning [3]. These commercial use cases highlight the value
of the data itself—and the potential for greater patient agency
in deciding how their health care data are used. Web3's
architecture could potentially offer more transparent and secure
data management solutions for such uses.

With a move to Web3, we may further shift power to patients
from insurers, the government, and health systems. For health
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care, the advent of Web3 promises atransformative shift in how
patient data are managed, accessed, and used. Central to this
transformation is the use of blockchain technology, which
provides a decentralized framework for data storage. This
approach ensures that patient data are not confined to asingle
repository but are distributed across a network, thereby
facilitating comprehensive and global access for patients [4].
Moreover, the incorporation of smart contracts and advanced
cryptography systems automates the access process, enabling
efficient and timely retrieval of data [5]. Web3 additionally
empowers patients with bidirectional control over their data.
With Web3 integration, patients might contributeto their health
records by uploading datafrom personal health devices, ensuring
amore comprehensive health profile that combinesclinical and
patient-generated data [6]. Privacy protection is a cornerstone
of Web3, achieved through advanced cryptographic methods
like encryption and secure multiparty computation [7]. These
techniques ensure that patient data remain secure and accessible
only to authorized individuals, while the immutable nature of
blockchain provides a transparent record of access and
modifications, enhancing data security. Additionally, Web3
opens avenues for patients to derive novel value from their
health data. With proper consent, anonymized data can be used
in medical research, with patients receiving compensation in
digital tokens [8]. This not only incentivizes data sharing but
also allows patients to actively participate in and influence
medical research, aligning it with their health interests and
ethical preferences. Lastly, although patient dataare anonymized
for researchers, patients can dtill access insights derived
specifically from their data. These insights include potential
genetic risk profiles and early cancer detection. Thus, Web3's
approach to datamanagement redefines the principles of access,
control, privacy, and value, pivoting toward a more
patient-centric, collaborative, and secure health care ecosystem.

Emerging examples and pilot projects in the health care sector
are demonstrating the practical applications of Web3
technol ogies. For example, companieslike Pfizer areleveraging
blockchain technology for enhanced traceability in drug supply
chains [9]. In patient data management, platforms such as
Patientory (Patientory Inc) are empowering patients to store
and manage their health data on blockchain, offering
unprecedented control and privacy. Furthermore, health care
systems are adopting smart contracts to streamline insurance
processes, reducing administrative burdens and increasing
transparency [5]. In scientific discovery, the field of
decentralized clinical trials is aso embracing Web3, with
platformslike ClinTex using blockchain for secure datasharing
and patient recruitment [10-12]. Moreover, the integration of
Web3 in biobanks is revolutionizing the management and
security of genetic and health data for study [13]. A notable
instance of Web3's collaborative potentia is Vibe Bio, a
decentralized autonomous organization that unites patients,
doctors, investors, and researchers in the pursuit of cures for
rare diseases. Vibe Bio leverages blockchain for transparent
and collective decision-making in research and funding,
overcoming limitations rel ated to the low sample size available
for many rare diseases’ studies[14].
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Several health care standards, platforms, and techniques are
actively paving the way for the implementation of Web 3.0 in
health care. For example, the Solid (Social Linked Data)
framework, pioneered by Sir Tim Berners-Lee (creator of the
World Wide Web), seeks to facilitate a decentralized web by
enabling individualsto store their persona health datain “ pods’
or persona data stores. This grants them the autonomy to
manage and share their data securely and efficiently. This
democratization of data management resonates with avision of
an open, collaborative internet [15].

Notably, many early Web3 use cases center largely around
generating financial value—for example, buying and selling
Bitcoin. Infact, countries such as Estonia, have accelerated the
Web 2.0 to Web3 transition with significant public investment
and widespread adoption of Web3 within the financial sector
[16]. However, we wish to focus our discussion on the
technology undergirding these transactions and the unique
prospect of individual ownership of data. Here, we seek toraise
the promise and potential pitfalls of Web3, alongside the
associated implications for health care.

Potential of Web3

Central to the discussion of Web3 is the value of personal
ownership of hedth care data. In the current heath care
landscape, there is growing concern regarding the ownership
and use of patient data. Typically, these data are collected and
managed by health systems, service providers, and health
insurers. While primarily intended for clinical purposes, there
have been discussions and concernsin the public and academic
domains about the potential for these data to be leveraged in
ways that extend beyond these original intentions [17]. These
concerns underscore the importance of clear data governance
policies and highlight the ethical implications of data
management in health care. The evolution toward systems like
Web3 seeks to address these concerns by offering enhanced
data ownership and control to patients, thus potentialy
mitigating the risks associated with data misuse. The global
market for data monetization is projected to reach more than
US $15 billion by 2030 [18]. This growth highlights the
increasing value and potential revenue from data monetization,
though it must be noted that business models and strategies for
data monetization vary significantly across industries and
companies.

Whilethere areinstances where health datamay be consolidated
and disseminated, potentially for profit, there existsalegal and
ethical 1andscape governing these practices. Ethical and policy
guidelines, such asthose outlined by the US Centersfor Disease
Control, mandate the responsible use of such data, ensuring the
protection of individual privacy and adherenceto confidentiality
norms. For example, we might consider the UK’s National
Health Service. There, anational dataopt-out systemisin place
for the secondary use of confidential health data for research
and planning. However, a study revealed that there is limited
public awareness of thisopt-out system, with many participants
being unaware that their anonymized health data could be used
for secondary purposes such asresearch and health planning by
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entities outside of the National Health Service, including
academic and commercial organizations[19].

In addition to facilitating personalized ownership, Web3 offers
the potential for digital transformation and an opportunity to
overcomethelimitations of Web 2.0. Perhapsthe most appealing
target liesin the reform of EHRs—originally a Web 1.0-based
health care technology. Imagine a future in which any patient
can view their health records on their cell phone that is hosted
by adecentralized network that only they can access. They open
the app and it not only shows all their records but also al the
scientific papersthey contributed to and the insights those papers
have generated. L astly, they can easily changethe sharing access
of different data points on the device itself. This level of
engagement will not just change the relationship between the
patient and the health care system, but aso the general public
with science and research.

Current trends in EMRs already hint at the transition toward a
decentralized web as they are evolving to become more
patient-focused, with enhancementsin datainteroperability and
security. These developments suggest a shift toward a model
where patients play a more active role in managing their health
care data. In the foreseeable future, EMRs are likely to further
align with decentralized web concepts. This includes the
adoption of blockchain technology for secure and transparent
data management to streamline health care procedures and
empower patient consent. Additionally, the incorporation of
decentralized identity solutionsin EMRswill enable secure and
independent verification of patient identities, reducing
dependency on centralized systems. These advancements, which
are aready being piloted, represent a significant step toward
the next generation of web technologies in health care [20]. In
contrast to traditionally siloed patient data, Web3 offers the
potential of reimagining EHRSs as mutabl e, patient-centric, and
patient-owned, where linked datawill allow tailored treatments
that account for a patient’s unique health history, genetics,
environment, and lifestyle. This collective potential may betoo
great to ignore.

Five Key Questions to Answer

Despiteitstheoretical benefits, at present the decentralized web
isnascent, and the benefitsarelargely unrealized. Before Web3
reaches widespread adoption, we believe health care leaders
should consider several key questions.

How Can We Secure Privacy in a Web3 Context?

While Web3 technologies enable ownership, without privacy
protections for information sharing, ownership can only go so
far. Even with the enhanced security features of Web3
technologies, they are not immune to vulnerabilities. The
decentralized nature of blockchain, while reducing certain types
of security risks, can aso introduce new vulnerabilities. These
vulnerabilities may be significant, particularly in light of
blockchain’s immutable nature. Researchers have attempted to
tackle the challenge of privacy through numerous technical
approaches—though many current solutions sacrifice
computational speed for privacy [21]. However, emergent
solutions have begun to reach the stage of adoption [22-24].
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For example, companies such asOnai achieve privacy protection
through cryptographic techniques such as secure multiparty
computation [25]. Broadly, compliance with legal standards
like HIPAA (Health Insurance Portability and Accountability
Act) and General Data Protection Regulation is also a must,
necessitating regular updates to the governance framework in
responseto evolving legal requirements. An exampleisthe need
to consider data fidelity in the context of General Data
Protection Regulation’s “right to be forgotten” in which
individuals have the right for their personal data to be erased
[26]. Additionally, policies should be patient-centric, prioritizing
patient needs and privacy, and include guidelines for ethical
data use, especially in research.

How Will We Facilitate Change M anagement?

The hedlth carefield is conservative by design, and Web3-based
technologies often mandate ahigh level of technical knowledge
to implement and use. Further, the centralized model of Web
2.0 is largely incapable of operating alongside Web3's
decentralized approach, and so both will exist in paralel for a
time. Thus, there will exist challenges to seamless
interoperability between blockchain systems and traditional
EHRs leading to data siloes. Beyond this, existing legacy
systemswithin health careinstitutions may not align seamlessly
with the advanced capabilities of Web3 technologies,
necessitating significant technical expertise and likely
infrastructure upgrades. Practical considerations regarding
infrastructure include establishing a robust network
infrastructure with adequate bandwidth, setting up blockchain
nodes with the requisite server capacity and storage solutions,
decentralized identity verification systems to securely manage
patient identities, and experience design for user-friendly
interfaces. Accordingly, change management toward Web3
systems will require a staged approach supported by iterative
stages of implementation.

How Can Web3 Scale While Maintaining an Equity
Lens?

As new technol ogies arise and each offers novel opportunities,
we must remain centered on the ethical mandates of medicine.
Access to Web3 mandates the presence of new tools and
technical expertise which few health systems possess[27]. Thus,
astechnologies scale, an opportunity liesin creating an incentive
schemathat reimburses for equitabl e adoption without limiting
the innovation potential. That is, payers, including insurance
companies and government health programs, could establish
incentive structuresthat financially reward health care providers
for adopting and effectively using Web3 technologies. These
incentives might be linked to specific metricsincluding, but not
limited to, the level of datainteroperability achieved, the extent
of patient data control facilitated, or the efficiency gains in
patient care and administrative processes. Similar to the
meaningful use criteria established for EMRs, payers could
defineaset of criteriaor benchmarksfor Web3 implementation,
offering reimbursements or bonuses to providers who meet
these standards. This approach would not only accelerate the
adoption of Web3 technologies across different health care
settings but also ensure that their integration is aligned with
improved patient outcomes and system efficiency. Additionally,
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there is likely to be user resistance due to the complexities of
blockchain technology and the digital divide. Patients in
underresourced or rural areas, or those who are lesstech-savvy,
might find it challenging to engage with Web3-based health
care systems, potentially exacerbating existing health care
disparities.

How Can We Avoid Wasteful Spending?

The adoption of Web3 in health care has the potential to help
address the persistent “grand challenge’” of escaating
expenditurein US health care. Examplesinclude enabling more
personalized treatment plans to reduce wasteful procedures,
improving interoperability to enable efficient care delivery, and
enhancing fraud prevention with transparent transactions.
However, to realize these benefits, theinitial adoption of Web3
must prioritize empirical, high-value principles—focusing on
efficiency, appropriateness, and patient-centeredness—to avoid
generating new expensesin the rollout process. Theintegration
of Web3 into health care systems, akin to any substantial
systemic transition, presents a unigue opportunity to reevaluate
and realign the system with its foundational principles. Web3's
decentralized architecture, characterized by technologies like
blockchain, offers distinct advantages that can be harnessed to
enhance these principles more effectively than current systems.
Most notably, Web3 technol ogies provide aframework that can
shift the focus back to patient-centered care by giving patients
greater autonomy and control over their health data. Such a
systemic reorientation during the transition to Web3 not only
alignswith the ongoing evol ution of health care but also ensures
that these fundamental principles are more deeply ingrained in
the fabric of health care systems. Through this transition, as
described previously, it will be important to curtail costs. The
scalability and performance of blockchain in processing large
data volumes, given limitations in managing high-throughput
data, must be assessed [27]. This scalability challenge could
lead to slower transaction processing times and increased costs,
potentially hindering the widespread adoption of Web3 in large
health care systems.

How Can the Health Care System Support Policy
Makersin Preparing for the Arrival of Web3?

As a field, we must acknowledge that policy regulation is
unlikely to keep pace with technological innovation.
Accordingly, legal clarity and guardrails will be necessary to
ensure industry players, health systems, and academic experts
collaborate to create shared endpoints that center on consumer
protection, data privacy, and improved care. With fast-growing
interest in generative Al and the creation of large language
model s specific to health care, questions of data ownership, use,
and incorporation into new Web3-based tools bring new
challenges that have yet to be addressed at scale.

Considerations for Implementation

Overview

In the process of transitioning to Web3 systemsin health care,
a phased approach is paramount for effective change
management, implementation, and adoption. Integrating Web3
technologies into health care systems begins with a thorough
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assessment of existing I T infrastructureto identify areas needing
upgrades or changes for Web3 compatibility, which is already
a prerequisite for any health system addressing cybersecurity
and regulatory compliance. Implementation will also require
data migration and ensuring seamless integration with existing
health care databases and applications, a step crucial for
maintaining data continuity and integrity. Further, it will be
essential to define clear rules regarding data ownership,
explicitly outlining patient rights and access conditions.
Incorporating blockchain technology can facilitate granular
control, allowing patientsto specify access permissions, thereby
creating an auditabletrail of dataaccess. Thisinitia phase may
befollowed by defining specific use cases where Web3 can add
significant value, such as in patient data management, supply
chain transparency, or facilitating research collaborations. These
use cases help to focus the direction of Web3 implementation.

For a health system, initially, strategic planning forms the
cornerstone of this process. After prioritizing Web3
opportunities, a detailed implementation roadmap with a
sufficient budget must be developed. Stakeholder engagement
should include technology experts and vendors, health care
providers, IT staff, and patients.

Throughout this process, it will be necessary to scaffold rollout
with clinical staff training. As Web3 introduces advanced
technologies like blockchain and smart contracts, health care
providers must undergo specialized training to become adept
in these new systems, focusing on a basic technical
understanding and practical clinical application. This shift will
also lead to changes in clinical workflows; for instance, the
processes for accessing and sharing patient data will evolve,
necessitating adaptations to new data retrieval and sharing
protocols. Health care professionals will need to adapt to more
dynamic decision-making processes due to the real time nature
of data updates on blockchain platforms. Additionally, the
accuracy and accessibility improvements provided by Web3
could boost clinical efficiency but will require new competencies
in data management. Crucially, the patient-centric model of
Web3, which grants patients greater control over their data, will
transform patient-provider dynamics, placing agreater emphasis
on shared decision-making and patient engagement.

The challenges of enforcing privacy protection lawsin the Web
3.0 era, where patient control over health care datais paramount,
may be addressed through a combination of approaches. These
include implementing robust encryption, smart contracts, and
security protocolsto safeguard patient data agai nst unauthorized
access, a measure that gains importance given the existence of
extant and ongoing challenges with health care data breaches.
To monitor such breaches, comprehensive incident response
plans by technology platforms may be developed alongside IT
leaders. At apolicy level, the development of legal frameworks
specifically designed for decentralized data management in
health care will be central for providing clear guidelines on
liability and actions in the event of a data breach. Finaly, the
launch of the Web3 system should be coupled with ongoing
postimplementation support to address any technical issues or
concerns, ensuring the long-term effectiveness and efficiency
of Web3 technologies in the health care environment.
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Conclusions

Ultimately, the advent of Web3, with its revolutionary
capabilities of decentralization, user data ownership, and
advanced privacy, presentstransformative possibilitiesfor health
care. It portends a shift of power from traditional entities like
insurers and health systems to patients—granting individuals
the agency to make informed decisions regarding their

Narayan et al

involvement in research and clinical care. Successful integration
of Web3 in health care will hinge on a multidisciplinary
approach that combinestechnological innovation with practical,
ethical, and regulatory considerations. By focusing on these
areas, we can pave the way for a health care ecosystem that is
not only more efficient and patient-centric but also adaptable
to the evolving digital landscape.
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