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Abstract

Background: The COVID-19 pandemic brought challenges requiring timely health data sharing to inform accurate
decision-making at national levels. In Botswana, we adapted and integrated the Research Electronic Data Capture (REDCap) and
the District Health Information System version 2 (DHIS2) platforms to support timely collection and reporting of COVID-19
cases. We focused on establishing an effective COVID-19 data flow at the national public health laboratory, being guided by the
needs of health care professional s at the National Health Laboratory (NHL ). Thisintegration contributed to automated centralized
reporting of COVID-19 results at the Ministry of Health (MOH).

Objective: This paper reports the experiences, challenges, and lessons learned while designing, adapting, and implementing
the REDCap and DHIS2 platforms to support COVID-19 data management at the NHL in Botswana.

Methods: A participatory design approach was adopted to guide the design, customization, and implementation of the REDCap
platform in support of COVID-19 data management at the NHL. Study participantsincluded 29 NHL and 4 MOH personnel, and
the study was conducted from March 2, 2020, to June 30, 2020. Participants’ requirementsfor an ideal COVID-19 data management
system were established. NVivo 11 software supported thematic analysis of the challenges and resolutions identified during this
study. These were categorized according to the 4 themes of infrastructure, capacity development, platform constraints, and
interoperability.

Results: Overal, REDCap supported the mgjority of perceived technical and nontechnical requirementsfor anidea COVID-19
data management system at the NHL. Although some implementation challenges were identified, each had mitigation strategies
such as procurement of mobile Internet routers, engagement of senior management to resolve conflicting policies, continuous
REDCap training, and the development of a third-party web application to enhance REDCap'’s capabilities. Lessons learned
informed next steps and further refinement of the REDCap platform.

Conclusions: Implementation of REDCap at the NHL to streamline COVID-19 data collection and integration with the DHIS2
platform was feasible despite the urgency of implementation during the pandemic. By implementing the REDCap platform at
the NHL, we demonstrated the possibility of achieving a centralized reporting system of COV1D-19 cases, hence enabling timely
and informed decision-making at anational level. Challengesfaced presented |lessons |earned to inform sustainable implementation
of digital health innovations in Botswana and similar resource-limited countries.
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Introduction

The onset of the COVID-19 pandemic resulted in aglobal public
health crisis[1]. The pandemic stretched almost all health care
systems to their limits and exposed their weaknesses [2].
Previously documented COVID-19 challenges for the health
sector include alack of the health care services needed for the
pandemic, inadequate resources, limited testing ability and
capacity for aCOVID-19 response, aswell asoverall poor data
management within existing health care systems [1]. It was
previously projected that countriesin sub-Saharan Africacould
seeasharprisein COVID-19 infection rates and deaths, as such
challenges are prominent in resource-limited countries[3]. This
projected disproportionate impact of COVID-19 in
resource-limited countries comes as no surprise. Currently, the
health sector in high-income countries is deemed as
underfunded, while in most resource-limited countries, it is
reportedly heavily underfunded [4]. It is not a surprise that, in
2001, African leaders through the African Union's Abuja
Declaration agreed to “allocate 15% of the state’sannual budget
to theimprovement of the health sector” [5]. However, in 2013,
only 5 African countries had achieved thistarget, whilein 2018,
only 2 countries achieved the target [6].

Accessto accurate and current information has been recognized
globally as a critical requirement for timely COVID-19
pandemic responses [7]. As such, the pandemic presented the
need for robust data management systems in response to the
evolving nature  of CovID-19 [8]. [deally,
eHealth—* cost-effective and secure use of information and
communications technologies (ICT) in support of health and
health-related fields, including health-care services, health
surveillance, health literature, and health education, knowledge
and research” [9]—could ensure reliable information reporting
and timely decision-making by governments and relevant
stakeholders. However, requirementsfor such eHealth solutions
present a greater challenge for resource-limited countries with
documented weak ICT infrastructure, limited maintenance
budgets, a lack of health human resource capacity to utilize
eHealth systems, and nonuniform unique patient identifiers[10].
Accordingto Archer et a [11], other factors affecting successful
implementation of eHealth solutions in resource-limited
countries include the absence of eHealth agendas, ethical and
legal considerations, common system interoperability standards,
and reliable power supplies.

Similar to other nations responding to the pandemic, the
government of Botswana, through the Ministry of Health
(MOH), identified eHealth as a means to improve COVID-19
datamanagement and address complex data capture and transfer
processes at various port of entries and the National Health
Laboratory (NHL). Botswana's eHedth infrastructure was
previously reported as generally adequate, with functioning
computers and some communication systems such astelephones,
email, and Internet services[12]. According to Seitio-Kgokgwe
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et a [12], amost al public health facilities in Botswana are
now connected to the government data network (GDN) with an
average Internet connectivity of about 2 Mbps. The authors
further highlighted that Botswanas eHealth initiatives have
always operated within a very wesak policy and regulatory
framework characterized by inadequate hesalth information
legislation, national policy, and strategic plan. Fragmentation
and inefficient eHealth initiatives were noted as other
contributing factors to poor utilization of information in
Botswana's health sector, as well asthe lack of appreciation of
the important role played by health information in managing
health services. Currently, over 52 health laboratories operate
in Botswana, 8 of which are accredited with national
certifications like the South African National Accreditation
System (SANAS), Clinica Laboratory Improvement
Amendments (CLIA), International Organization for
Standardization (1SO) 15189, or the Southern African
Development Community Accreditation Services (SADCAS)
[13,14].

The BotswanaNHL isone of the accredited |aboratories tasked
with the management of national COVID-19 testing. The NHL
has decentralized its COV1D-19 testing servicesfrom the capital
city Gaborone, by operating satellite testing centersin selected
districtswith sizable populations and key ports of entry into the
country. The NHL data flow is such that specimen data go
through each of the 4 laboratory stages of (1) Reception Lab
(@l incoming lab specimens are captured using a barcode
scanner), (2) Extraction Lab (specimen processing for nucleic
acid isolation and purification), (3) Detection Lab (sample
amplification and detection), and (4) Resulting and Verification
Lab (Iab results are captured and verified for releaseto clients).
The need to scan laboratory specimen samples at each of the
laboratory phases is an important quality assurance step.
Accession numbers in laboratory processes are critical to link
the specimen with a participant. Despite having an already
existing eHealth system at the NHL, electronic data transfers
within and across the 4 laboratories were considered tedious,
time consuming, and a risk to both data quality and timely
COVID-19 results reporting. These limitations required
immediate attention.

The authors volunteered their technical support toward
implementation of acustomizable COV1D-19 datamanagement
system—Research Electronic Data Capture (REDCap)—at the
NHL. REDCap was suggested by the authors following its
documented benefits including its utility within a
resource-limited country context [15,16], as well as its
availability locally through the University of Botswana (UB).
REDCap is a secure, web-based platform designed to support
electronic data capture. It was developed at Vanderbilt
University in the United States in 2004 and can be set up to
support a variety of health care environments and scenarios.
REDCap is compliant with international standards such as the
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Health Insurance Portability and Accountability Act (HIPAA)
and General Data Protection Regulation (GDPR).

In order to support timely reporting of COVID-19 cases, the
REDCap platform was linked to the District Health Information
System version 2 (DHIS2) at the MOH. DHIS2 is another
open-source platform for collecting, processing, and analyzing
health data. It was devel oped and first implemented in 1998 by
the Health Information System Programme (HISP) in South
Africa and offers a secure web-based electronic data capture,
analysis, and reporting tool [17]. Similar to REDCap, the DHIS2
platform has a mobile application (DHIS Tracker), enabling its
use in case of weak and fluctuating Internet connectivity. The
DHIS2 Tracker alowsfor auto-syncing of datawith the central
server once stable Internet connectivity returns. The data
elements shared between DHIS2 and REDCap include
COVID-19 test results and demographic information of those
who were tested including their names, gender, ages, locations,
and related underlying medical conditions.

Through a participatory design approach [18,19], the REDCap
platform was customized to support the NHL data process needs,
with the goal of increasing operational efficiency and reducing
overreliance on paper-based manual approaches. The authors
preference for a participatory design approach aligns with that
of Berntsen [20] who acknowledged that initial involvement of
end usersis central to the development of a health information
system. This study reports on the experiences, challenges, and
lessons learned while designing, adapting, and implementing
REDCap and the DHIS2 platform to support COVID-19 data
management processes at the NHL in Botswana.

Methods

A participatory design approach was adopted to guide the
design, customization, and implementation of REDCap for
COVID-19 data management at the NHL.

Study Population, Setting, and Design

Participants

All NHL and MOH personnel responsible for processing
COVID-19 specimen samples and data were invited to
participate. All potential participants were sent an introductory
email describing the background and objectives of the study.
A consent form was subsequently shared with al those who
showed interest. All invited participants agreed to participate
inthe study, of which 29 were NHL personnel and 4 were based
at the MOH. Of the 29 NHL personnel, 12 were based at the
Reception Lab, and 17 were based at the Extraction, Detection,
and Resulting and Verification Labs. The study spanned from
March 2, 2020, to June 30, 2020.

Data collection was conducted in 3 phases.
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Phase 1: Participant Engagement

The authors facilitated a 1-day consultative physical meeting
or workshop with the study participants to solicit specific
requirementsfor the COV1D-19 data management system. Study
participants were requested to define requirements for an ideal
COVID-19 data management system. The authors recorded all
participants' responses during the session which lasted for 1
hour. Based on the insights gathered from this exercise, iterative
design and testing approaches were adopted for each key
deliverable from design, customization, and implementation of
the REDCap platform to support COV1D-19 data management.
A minimum of 2 iterations and amaximum of 4 iterationswere
incurred per deliverable, and this was influenced by the
complexity or noncomplexity of the tasks.

Phase 2: | mplementation and Assessment of the Platform
to Meet User Requirements

Design and customization of the REDCap platform were
followed by implementation of the solution aswell asevaluating
itsfeasibility to address the previously noted requirements and
specifications. This involved participants testing the REDCap
platform and providing feedback on any issues or challenges
they encountered.

Phase 3: Human Resource Capacity Devel opment

At each phase of the design, customization, and implementation
of the REDCap platform, participants were trained on the
various system components and had the opportunity to share
their feedback to inform next steps.

Ethical Considerations

This study was approved by the Ethics Committee of the
University of Botswana (Reference:
UBR/RES/IRB/BIO/GRAD/244). All data experiments were
performed in accordance with relevant guidelines and
regulations such asthe Declaration of Helsinki. All participants
were informed of the objective of the exercise as well as their
voluntary participation, and all gave informed consent for this
study. Those who consented to participate were immediately
sensitized and granted access to the REDCap instance at the
UB. No compensation was provided for participating in the
study.

Data Analysis

NVivo 11 software was used for thematic analysis [21] of data
to determine participants' requirementsfor anideal COVID-19
data management system and their postimplementation
experiences.

Results

Study participants consisted of all personnel involved with
handling COVID-19 specimens and managing all relevant
laboratory data at both the NHL and MOH (Table 1).
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Table 1. Study participants and their rolesin COVID-19 data management.

Participant type Participants, n Rolesin the study

Nationa Health Laboratory (NHL) ReceptionLab 12 Scanning of COVID-19 specimen samples at point of reception

NHL Extraction Lab 5 Scanning of COVID-19 specimen samples to create maps/batch lists
and for nucleic acid extraction

NHL Detection Lab 7 Scanning of COVD-19 specimen samples into the analyzers for the
detection of SARS-CoV-2

NHL Resulting and Verification Lab 5 Resulting and verification of COVID-19 specimen results for access
in Research Electronic Data Capture (REDCap) and producing lab
reports

Health informatics personnel 4 Served as intermediaries between clinical lab personnel and IT per-
sonnel

Consultative mesetings with study participants led to the the following 2 themes. functional and nonfunctional
identification of user requirementsfor anideal COVID-19data requirements (Table 2).
management system at the NHL . These were categorized under

Table 2. Thematic presentation of participants' requirements for the COVID-19 data management system.

Requirement type Requirements

Functional requirements «  “Authentication by unique username and password”
«  “Automated sign out in case of user inactivity”
. ‘“Datavalidation checks’

*  “Temporary data staging between the two systems (REDCap? and DHIS2b)"

« “Automated field data pull from the DHIS2 system”

o “Automated COVID-19 results sync with the DHIS2 system”

« “Datasummary dashboard’

«  “Barcode data export for data capture, resulting, and verification”

«  “Automated data backups’

« “Dataencryption during transfer and storage”

« “Automated alert message in case of a positive COVID-19 result”

«  “Reordering of barcodesto be displayed on the detection plate to resemble the 8x12 matrix
and preferably printed on two pages’

Nonfunctional requirements «  “High performance system”
« “Reliable data management system”
o “User-friendly system”
. “Scalable”
o “Cross-platform independent”
e  “Securesystem”
«  “Interoperable system”

3REDCap: Research Electronic Data Capture.
PDHIS2: District Health Information System version 2.

Although this paper reportson challengesand resolutionswhile  intended to illustrate the design, customization, and
implementing REDCap at the NHL (Table 3), Figures 1-7 are  implementation of the REDCap platform at the NHL.

https:/formative.jmir.org/2024/1/€50897 JMIR Form Res 2024 | vol. 8| €50897 | p. 4
(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR FORMATIVE RESEARCH Ndlovu et al

Table 3. Challenges and resolutions while implementing Research Electronic Data Capture (REDCap) at the National Health Laboratory (NHL).

Challenges Resolutions

Network firewall constraints to access REDCap within the government  «  Ministry of Health (M OH) leadership engaged relevant departments
data network (GDN) to resolve firewall constraints.

Misalignment of barcode scanner configuration «  The barcode scanner was reconfigured to allow acceptance of the

“tab” key versus “carriage return” key upon capturing a specimen.
«  Computers were set up specifically for REDCap use.
o 2 scanners were used: one dedicated for REDCap use and another
for the pre-existing eHealth system.

Lack of trained NHL personnel «  REDCap users were continuously sensitized and trained.
«  User manualsand training slides were devel oped and shared with the
rest of the implementation team.

Slow Internet connection speed at the NHL (download and upload speeds «  Relevant government departmentswereinformed of the slow internet
of 12.59 Mbps and 16.84 Mbps, respectively) connectivity, and attempts were made to improve the Internet band-
width.
«  Mobile WiFi routers from private Internet service providers (1SPs)
were used to assist during the training sessions.

Failure of REDCap to automatically pull datafrom the District Health « A web application programming interface (API) was developed by
Information Software version 2 (DHIS2) platform the authors and supported pulling data from the DHIS2 system, sub-
sequently imported into the REDCap platform.

REDCap unableto generate the barcodes, posing abigissueat theextrac- « A web portal/application was developed by the authors and linked
tionlab tothe REDCap platform. The application supported generating unique
barcodes for each of the COVID-19 specimens.

Reordering of barcodesto be displayed on the detection plateto resemble «  Although not a 2-page 8x12 matrix, the third-party web application
the 8x12 matrix and getting those printed on 2 pages devel oped by the authors supported the ordering of barcodes and re-
formatting them into a printer-friendly format.

Need for acomment field in the REDCap result form «  Theauthors added a comment field on the REDCap result form.

The authors used participants’ feedback to guide the design of
anideal COVID-19 dataflow architecturefor thisstudy (Figure
1).
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Figure 1. Dataflow architecture design for COVID-19 data management at the National Health Laboratory (NHL). CRF: case report form; DHIS2:
District Health Information System version 2; DHMT: District Health Management Team; DIT: Department of Information Technology; DMC: Data
Management Committee; MOH: Ministry of Health; REDCap: Research Electronic Data Capture; UB: University of Botswana.
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The REDCap data security architecture at UB separatesthe web
server from the database server (Figure 2).

Figure2. Research Electronic Data Capture (REDCap) security architecture supporting COVID-19 datamanagement at the National Health Laboratory

(NHL). LDAP: Lightweight Directory Access Protocol; SMTP: Simple Mail

Transfer Protocol; SSL: Secure Sockets Layer; VLAN: virtua local area

network.
Web server
Database server
Apache authentication — Table + LDAP
VLAN | Database authentication
Public SMTP —p
MySQL database

Database connection files

In order to facilitate timely decision-making and address a key
technical requirement (“Automated COVID-19 results sync
with the DHIS2 system” in Table 2), the REDCap system was
linked with the DHIS2 system at the MOH for aggregate data
reporting.

Interfacing between DHIS2 and REDCap was controlled by the
DHIS2 link application programming interface (API; Figure 3).
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The DHIS2 API link supported 3 functionalities: (1) dataformat
conversions between DHIS2 and REDCap, (2) avoiding
duplicate synchronizing of data between REDCap and DHIS2,
and (3) enabling data access for the DHIS2 front end, which
relied on the APl to make consistent data available for the 2
systems.
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Figure 3. High-level view of the link between the District Health Information System version 2 (DHIS2) and Research Electronic Data Capture
(REDCap). API: application programming interface.
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In order to access the DHIS2 API, a RestTemplate object short
code was implemented with basic authentication secured by
username and password (Figure 4).

Figure4. Sample code for using the RestTemplate object to access the programs configured in District Health Information System version 2 (DHIS2).

@Bean
public RestTemplate restTemplate() {

return builder.basicAuthentication(username, password).build();

2
1

public Program getProgram(String program) f{

return restTemplate().getForObject(dhis2url + "/programs/" + program, Program.class);

Study participants accessed REDCap using their personal  proceeding to collect, manage, and report on COVID-19 at the
account details (unique usernames and passwords) before MOH (Figure5).
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Figure5. Specimen Receiving Lab personnel capturing data using Research Electronic Data Capture (REDCap).

Of important note, the REDCap platform triggered automated

email aertswhenever aCOVID-19 positive result was recorded.

The email alerts were sent to study coordinators at the MOH.
browser (Figure 7).
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A third-party web application simplified the process of pulling
records from the DHIS2 system into REDCap (Figure 6) and
enabled the viewing of specimen barcodes through a web

Figure6. Angular web application for pulling records from District Health Information System version 2 (DHIS2) and storage in Research Electronic

Data Capture (REDCap).

Verification

£

Edit Search

erscnel dd/ mmu'yyyy —: a

bl ¥ vy == a

https:/formative.jmir.org/2024/1/€50897

XSL-FO

RenderX

JMIR Form Res 2024 | vol. 8| €50897 | p. 8

(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR FORMATIVE RESEARCH

Figure 7. Sample barcodes generated from the Angular web application.
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Challenges and resolutions while implementing the REDCap
platform to support COVID-19 data management at the NHL
are summarized in Table 3.

Discussion

This paper describes the experiences, challenges, and lessons
learned while designing, customizing, and implementing the
REDCap platform for COVID-19 datamanagement at the NHL
in Botswana. REDCap implementation challenges and lessons
identified during the study were categorized under the following
4 themes: (1) infrastructure, (2) capacity development, (3)
platform constraints, and (4) interoperability.

Infrastructure

The literature emphasizes the critical need for robust ICT
infrastructure to serve as the backbone for successful and
sustainable digital health implementation [22-25]. The national
eHealth strategy tool kit by the World Health Organization
(WHO) and International Telecommunication Union (ITU)
identifies essential eHealth infrastructure components as
high-speed data connectivity, computing infrastructure,
identification and authentication services, directory services,
health care provider systems, electronic health record
repositories, and health information data sets, all of which
underpin a national eHealth environment [26]. The tool kit
further urges countries to secure long-term funding for
investment in national eHealth infrastructure and services. Itis
against this backdrop that the WHO recognizes apressing need
for countries to invest in infrastructure to support digital
transformation; Internet connectivity; and issues related to
legacy infrastructure, technology ownership, privacy, and
security while adapting and implementing globally recognized
standards and technol ogies [27].

In this study, infrastructural challenges experienced include
weak Internet speed and misalignment of computer network
firewalls between the GDN and the UB network. These issues
resonate with theidentified ICT infrastructural challengeswithin
the Botswana National eHealth strategy [28]. During
implementation of the REDCap platform at the NHL, initial
Internet download and upload speeds were 12.59 Mbps and
16.84 Mbps, respectively (Table 3). The Federa
Communications Commission (FCC) considers minimum
Internet speeds of 5 Mbpsto 25 Mbps asideal to support online
tasks such asfile download and telecommuting [29]. However,
despite meeting the FCC requirement, study participants
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reported the need for the Internet speed to be upgraded to
adequately support frequent data transactions and data sharing
between REDCap and the DHIS2 platform. This could be due
to multiple factors. The following are some example quotes
from study participants pertaining to their dissatisfaction with
the Internet bandwidth:

Internet connectivity is still slow. [participant, NHL
Reception Lab]

Inter net bandwidth needsto be upgraded. [participant,
NHL Resulting and Verification Lab]

As a mitigation for the slow Internet connectivity, relevant
government departments were engaged, and measures were put
in place to increase the Internet speed. This includes
procurement of mobile Internet routers from private internet
service providers (ISPs) for use during the study. The
engagement of private sector stakeholders to support
implementation of eHealth initiatives is also highlighted as
essential within the “Strategy and Investment” pillar of the
Botswana National eHedlth Strategy, which emphasizes
“eHealth planning, with involvement of major stakeholdersand
sectors’ [28].

Another challenge was the restriction introduced by computer
network firewallsresulting in dataflow constraints between the
GDN and UB networks. A similar issue was encountered in
another study, in which implementation of the REDCap platform
incurred network firewall challenges hindering participantsfrom
using computers outside the Veterans Health Administration
network to complete a survey on REDCap [30]. According to
Nagpure et a [31], firewall policy conflicts can be complex to
eliminate but could be addressed through practical resolution
methods such as the “first-match resolution” involving
“identifying which firewall policy rule involved in a conflict
situation should take precedence when multiple conflicting rules
(with different actions) filter a particular network packet
simultaneously.” At the NHL, the authors resolved the network
firewall challenges by engaging relevant ICT authoritiesat both
governmental and UB IT departments to facilitate
reconfiguration of the firewall settings to alow data flow
between the 2 networks. This necessitated effective measures
for data security, privacy, and confidentiality throughout the
study. To achievethis, the authors ensured that the REDcap and
DHIS2 servers communicate through an encrypted Internet
connection using a 128-bit Secure Sockets Layer (SSL)
certificate. The use of SSL has been previously considered a
standard technology for securing electronic commerce and
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electronic banking transactions over the Internet [ 32]. However,
recent advances in cybersecurity attacks call for using
technologies to detect compromised SSL network traffic [33].
This consideration was brought to the attention of both
governmental and UB IT departments. Compliance with the
Botswana-specific Data Protection Act [34] could improve the
necessary safeguards for the right to privacy of individuals and
the collection and transfer of their personal data.

Capacity Development

Some study participants lacked the requisite skillsto effectively
use the REDCap platform, which was another challenge
encountered during the study. The lack of competent and
experienced REDCap users in some low and middle-income
countries (LMICs) has been linked to poor “REDCap
penetration” in those countries[35]. For example, in Botswana,
only 3 institutions have REDCap instances [36], and unless
affiliated with any of theseingtitutions, most health care workers
are unfamiliar with the platform. Low ICT literacy is common
among health careworkersin most LMICs[25] and could affect
the ability of some participantsto competently usethe REDCap
platform. Recognizing this challenge, the Botswana National
eHealth strategy included “ Workforce Development” as one of
its pillars dedicated to eHealth capacity building among health
care workers [28].

A reported benefit of having a health workforcetrained in ICT
prior to engaging with ahealth information systemisminimizing
avoidable errors, which, in this case, may be influenced by a
lack of familiarity with the REDCap platform or poor ICT
competency. To ensurethe effective use of REDCap at the NHL,
the authors continuously trained participants at all stagesinthe
study. The ever-evolving nature of the REDCap platform [16,36]
also necessitates that those working with the system must
continuously familiarize themselves with its core functionalities
and data workflows through support from the REDCap
Consortium. Almost al training needs for this study were
identified during weekly virtual progress report meetings with
all study participants. Training content was also informed by
the identified system requirements for the REDCap platform
(Table 2). According to Nsaghurwe et a [37], “functional
requirements describe what the system should do—such as its
ability to exchange client-level datain asinglerepository, search
for records with data quality issues, while non-functional
requirements describe how the system should perform,”
including system performance, reliability, and user-friendliness.

In essence, acentral aspect to the successful implementation of
any health information management system isthe need to train
users on how to appropriately utilize the system to capture and
manage data [25]. Recommended approaches from the existing
literature include ensuring continuous engagement and availing
training materials for trainees access and reference at a later
stage. In this study, the authors made all training material and
manuals available via the REDCap “File Repository” feature
for the participants to access at their convenience posttraining.

Informed by the level of participants familiarity with the
REDCap platform, other measures were put in place such as
denying participants “ data deletion” privileges on the REDCap
system. Instead, participants could add, edit, and view datathey
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required to complete their respective tasks. This minimized
accidental data deletion and resonated with the famous
“principle of least privilege” by Saltzer and Schroeder [38],
which states that “every program and every user of the system
should operate using the least set of privileges necessary to
complete thejob.”

Platform Constraints

An important lesson learned was that, although REDCap is
often regarded as acomplete solution for datamanagement [16],
in some instances, support from other software applications
could augment its limitations. In this study, the REDCap
platform was not able to generate barcodes for the NHL
personnel to scan to retrieve previously captured information.
This limitation was resolved by developing a web-based
application supported by the Angular framework [39] for quick
production of scannable barcodes required during the Results
and Verification Lab stage at the NHL. Some documented
benefits of the Angular framework include support for
lightweight web applications; faster software development
capabilities; and easily readable, testable, and interoperable
software solutions [39]. For this study, the authors leveraged
the ability to easily link the Angular web application with the
REDCap platform. Moreover, only one username and password
combination was used to access the data capture forms between
the Angular-based web application and REDCap.

Another constraint encountered wastheinability of the REDCap
platform to automatically store COV1D-19 specimen barcodes
on the data collection form. Further, the REDCap system
requires that the barcode scanner accept a“tab key” to moveto
the next field, but the scanner configuration used at the NHL
accepted a “carriage return key” instead to move to the next
field. This meant that each time a barcode was scanned by the
study participants, REDCap would not capture it into the
appropriate field unless the user pressed the “tab key” on the
keyboard to trigger amoveto the next field. Thisbecametedious
to participants considering the high number of barcodes
requiring scanning at the NHL during the COV1D-19 pandemic.
To resolve this, the authors reconfigured the barcode scanners
to alignwith REDCap requirements, that is, use of the “tab key”
to capture barcodes versus the initia configuration of the
“carriage return key.” Moreover, the MOH procured dedicated
barcode scanners for use with the REDCap platform as the
previous ones accompanied a different system at the NHL.
Overall, REDCap ensured auto-saving of the barcodes as they
are being scanned, minimizing dataloss in case of network or
power failure.

I nteroperability

The Healthcare Information and Management Systems Society
(HIMSS) defines interoperability as “the ability of different
information systems, devices, and applications (‘ systems') to
access, exchange, integrate and cooperatively use data in a
coordinated manner, within and across organizational, regional
and national boundaries, to provide timely and seamless
portability of information and optimize the health of individuals
and populations globally” [40]. Some documented benefits of
interoperable health careinformation systemsincludeimproved
patient management, quality of care, and decision-making, as
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well as reduced hedth care costs [41]. However, severd
challenges have been noted that hinder the interoperability of
health care systems, affecting their successful and sustainable
implementation, especially in resource-limited countries [10].

Despite the documented interoperability challenges, REDCap
has been successfully linked to other systems previously. For
example, astudy inthe United Kingdom automated the process
by which COVID-19 clinical trial registration records were
exported from the WHO International Clinical Trials Registry
Patform into external software [42]. A linking script
subsequently pulled relevant data, aligned it with the data
dictionary in REDCap, and directly imported it, removing any
duplicates in the process. Other researchers utilized REDCap
as adata harmonizer, managing and combining cancer research
datafrom multipleregistriesand allowing for the reconciliation
of disparate data sets as well as their conversion [43,44]. In
another previous study, REDCap served asthe platform housing
al global data collected with modified survey questions to
capture nuances and allowed for individualization to study
public health interventions for COVID-19 [45]. Consequently,
these applications reinforced REDCap's utility for
cross-continental collaborations, extending beyond any singular
institution or setting.

In this study, although linking the REDCap platform with the
DHIS2 platform was achieved, the failure of the REDCap
systemto automatically pull datafrom the DHIS2 platform was
noteworthy. This limitation was a result of constraints within
the Dynamic DataPull (DDP) featurein REDCap. The REDCap
DDPisaspecial feature for importing datainto REDCap from
an external source system [46]. The DDP feature provides an
adjudication process whereby REDCap users can approve all
incoming data from the source system before the data are
officialy saved in their REDCap project. Because the REDCap
DDP assumes that all incoming data from the source system
may not be trusted as valid or that only a subset of the data
coming from the source system needsto beimported, it utilizes
an adjudication web page inside REDCap'’s interface to allow
manual review of the data obtained from the source system
before confirming that it be imported into the REDCap
repository [46]. It is precisely the adjudication process that
hindered the automatic dataimport from the DHIS2 systeminto
REDCap. To address this challenge, a custom APl was
developed by the authors to support accessing health records
from the DHIS2 platform, staging them for quality assurance
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as a batch and automatically loading them into the REDCap
system. Further, this approach hel ped minimize network traffic
whenever data synchronization between REDCap and the DHIS2
systems occurred.

Limitations

The REDCap system wasimplemented at the NHL in response
to the emergency COVID-19 pandemic. Consequently, a
systematic approach to its implementation could have been
compromised, and essential considerations could have been
overlooked. Most notably, multiple training and feedback
sessions had to be conducted virtually using the Zoom platform
due to restrictions on in-person gatherings. Hence, the authors
were unable to frequently visit the NHL in person to provide
the necessary technical support and training. Participation in
the study was limited and often disrupted, as some NHL
personnel were reassigned to efforts such as vaccine distribution
or other scenarios not applicable for REDCap use. Last,
increased workloads for participants due to COVID-19 surges
in Botswana likely contributed to the lack of thorough quality
checks when interacting with the system.

Conclusion

Implementation of the REDCap platform to support COVID-19
datamanagement at the NHL in Botswanawas successful, albeit
with challenges. It is worth noting that, like any software,
REDCap as a system possesses limitations that were addressed
with other applications to meet requirements for this study.
Most challenges encountered were exacerbated by the lack of
pandemic response preparedness, as was the case in Botswana
and around the world. As such, most of these challenges will
not be unique to this specific case of REDCap implementation
but will continue to affect the sustainable implementation of
eHealth innovations until conscious efforts using key digital
health strategies are made that create an enabling environment
to support implementation of digital health innovations. Another
lesson learned is the essential need for collaborations with key
stakeholders to minimize technological barriers while
implementing eHealth solutions. Despite the challenges
encountered, the REDCap and DHIS2 platforms served as
readily available and customizable platforms to address
COVID-19 datamanagement at the NHL . To thisend, effective
planning is essential, including the engagement and training of
key personnel to optimize the use of eHealth systems beyond
the COVID-19 pandemic.
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