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Abstract

Background: Medical photography plays a pivotal role in modern health care, serving multiple purposes ranging from patient
care to medical documentation and education. Specifically, it aids in wound management, surgical planning, and medical training.
While digital cameras have traditionally been used, smartphones equipped with specialized apps present an intriguing alternative.
Smartphones offer several advantages, including increased usability and efficiency and the capability to uphold medicolegal
standards more effectively and consistently.

Objective: This study aims to assess whether implementing a specialized smartphone app could lead to more frequent and
efficient use of medical photography.

Methods: We carried out this study as a comprehensive single-center panel investigation at a level 1 trauma center, encompassing
various settings including the emergency department, operating theaters, and surgical wards, over a 6-month period from June
to November 2020. Using weekly questionnaires, health care providers were asked about their experiences and preferences with
using both digital cameras and smartphones equipped with a specialized medical photography app. Parameters such as the
frequency of use, time taken for image upload, and general usability were assessed.

Results: A total of 65 questionnaires were assessed for digital camera use and 68 for smartphone use. Usage increased significantly
by 5.4 (SD 1.9) times per week (95% CI 1.7-9.2; P=.005) when the smartphone was used. The time it took to upload pictures to
the clinical picture and archiving system was significantly shorter for the app (mean 1.8, SD 1.2 min) than for the camera (mean
14.9, SD 24.0 h; P<.001). Smartphone usage also outperformed the digital camera in terms of technical failure (4.4% vs 9.7%;
P=.04) and for the technical process of archiving (P<.001) pictures to the picture archiving and communication system (PACS)
and display images (P<.001) from it. No difference was found in regard to the photographer’s intent (P=.31) or reasoning (P=.94)
behind the pictures. Additionally, the study highlighted that potential concerns regarding data security and patient confidentiality
were also better addressed through the smartphone app, given its encryption capabilities and password protection.

Conclusions: Specialized smartphone apps provide a secure, rapid, and user-friendly platform for medical photography, showing
significant advantages over traditional digital cameras. This study supports the notion that these apps not only have the potential
to improve patient care, particularly in the realm of wound management, but also offer substantial medicolegal and economic
benefits. Future research should focus on additional aspects such as patient comfort and preference, image resolution, and the
quality of photographs, as well as seek to corroborate these findings through a larger sample size.
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Introduction

Medical photography serves 3 primary purposes: documentation
of diseases and procedures, education of patients and medical
personnel, and publications in various forms [1-3].

The potential of medical photography lies in its ability to
objectify conditions that cannot be properly illustrated by
laboratory results or medical imaging. This mitigates the risk
of biased descriptions or inconsistent measurements across
clinicians, particularly those from different specialties [4].
Additionally, unlike written diagnoses, photos can also be proof
of missed diagnoses or negative findings, as they are not limited
to the perception and experience of the examiner [5].

Additionally, medical photography provides several key
advantages, including supporting medical diagnoses in legal
cases, enhancing diagnostic accuracy and therapeutic outcomes,
improving the quality of consultations, and offering
documentation for billing purposes [6-10].

The digital era and the technological revolution with digital
imaging and smart devices have further lowered the threshold
of medical photography [11-13]. Now, every adequately
instructed person can produce medical photos anywhere at any
time, repealing restrictions such as the availability of a trained
medical photographer, time pressure in an emergency setting,
or missing equipment. An exemption from this are specialized
photographs for scientific or educational purposes, or in certain
kinds of fields, that is, aesthetic surgeries, in which higher
resolution and quality necessitate the use of more professional
equipment.

However, data security and patient confidentiality need to be
upheld. Thus, current guidelines, such as Recital 26 of the
European Directive (EU) 2016/679, demand informed consent
of the patient; a defined medical need for this photography;
correct documentation; and safe, restricted, and
password-protected storage with an access log [14].

Nonetheless, in a recent systematic review analyzing ethical
aspects of medical photography, the consent process was found
to be insufficient or inadequate in 95% of all cases [15].

Digital cameras are mainly used for medical photography in
the clinical setting, and most patients seem to prefer these over
smartphones [1,11,16]. This is because it is not clear how the
data are stored and protected on either a clinically owned or
private device. In both cases, people tend to estimate a higher
risk of data-protection infringement in smartphones than in
cameras, impairing their general acceptance as a reliable tool
for medical photography [17-19]. Additionally, patients’ will
to approve is influenced not only by individual consent
depending on the reasoning, particularly concerning web-based
publication, but also by situational preferences, such as the
difference between emergency departments and aesthetic

surgeries [15]. In high-paced emergency settings such as trauma
units, obtaining immediate verbal consent, witnessed by another
health care provider, can often be the most practical approach.
This should be followed up with written consent as soon as the
patient is stabilized or conscious. In contrast, nonemergency
cases allow for a more thorough process where the patient can
take the time to understand the implications before giving
written consent. Across both scenarios, the ethical principles
of autonomy, beneficence, and confidentiality remain
paramount, ensuring that patient data are secure and used only
for medical purposes.

Inherently, both devices bear the same risk of data infringement.
Digital cameras cannot be password protected, do not encode
their data, and are not usually stored as would be required: either
under supervision or locked away. The last aspect is not a
problem with smartphones since they are usually kept within
reach all the time. Yet if the phone is not password protected
or the pictures are saved in the photo app, they can be accessed
by people close to the owner or may accidentally be transferred
to cloud storage that is not properly protected and where access
is not documented [17].

However, if the photos are taken with a password-protected app
and are not stored on the device but directly in the picture
archiving and communication system (PACS), data protection
would be secured. Moreover, this would diminish the risk of
false identification of the photo, and so all legislative demands
would be met.

The use of smartphones with apps that fulfill the data-protection
requirements in medical photography is being increasingly
examined. Yet an extensive literature search revealed that no
study has compared the use of such an app with digital cameras
in terms of the quantity and efficiency of medical photography
[1,3,16-18,20-22].

The following hypothesis was tested: using an app for medical
photography would increase the quantity of pictures taken and
the efficiency of this process.

Methods

Study Design
A prospective panel study design with 3 stages was chosen.
This was realized in the period from June to November 2020
at a level 1 trauma center. No restrictions were made on where
and how pictures should be taken, as the usage in clinical routine
was to be evaluated. Pictures could be taken in the emergency
department, as well as during surgical procedures, in the surgical
ward, or in the outpatient clinic. The study focused on general
usage patterns and did not collect data on the specific clinical
situations in which the photographs were taken or the type of
photographs captured. As a first step, the use of digital cameras
was assessed using a printed questionnaire, which was handed
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out to trauma and orthopedic residents of different years of
training with the instruction to fill one out at the end of every
week. As a second step, this process was repeated after the
installation of a specialized medical imaging app on the
clinically owned smartphones, using the same questions adapted
to smartphone use. At the end of this second stage, a separate
web-based questionnaire about the experiences with the app
and its usability and interface could be filled out by all members
of the medical staff, not just the residents participating in steps
1 and 2. Since the questionnaire was designed to assess what
opportunities and benefits could result from the implementation
of the smartphone app in comparison to the digital camera, no
respective questionnaire for the usage of the camera was deemed
necessary. Both questionnaires were specifically designed for
this study; an example of each is included as Multimedia
Appendices 1-3.

We used a Likert scale (ranging from –2 to +2) to express
experiences with smartphone usage, with –2 representing
“strongly nonbeneficial,” +2 as “highly beneficial,” and 0
resembling indifference or no benefit, allowing an intuitive
interpretation of the results.

Digital Camera
Every resident who entered employment received a digital
camera (Lumix DMC-FT30, 16 megapixels; Panasonic
Corporation) to be used for medical photography. After taking

a photo, the resident had to use 1 of 3 workstations in the clinic
that offer the capability to upload the photos to the clinical
PACS with certain predefined keywords, that is, preoperative
or surgical site, to categorize what kind of image had been taken.
After uploading, the images had to be deleted from the secure

digital card. The digital camera has a 28-mm2 sensor with a
pixel pitch of 1.3 µm and a resolution of 16 megapixels.

Specialized Smartphone Application
For clinical communication, each resident received a smartphone
(Galaxy xCover 4; Samsung) that only allowed phone calls and
viewing of radiological images through mRay (version 6.0.3;
mbits imaging GmbH), which is a certified app for medical

imaging and processing. The smartphone camera has a 20-mm2

sensor with a pixel pitch of 1.1 µm and a resolution of 16
megapixels.

In this study, the fully digitalized photo documentation of mRay
was used. This is divided into 3 main steps (Figure 1). First, an
existing wound is photographed using the smartphone camera
(Figure 1A and B). More than 1 picture can be taken if necessary
for the patient’s case. In the next step, the wound image can be
assigned to the respective body area (Figure 1C). Using a
barcode scan or direct search in the clinical PACS, the images
can be keyworded and assigned directly to the associated
patient’s data (Figure 1D).

Figure 1. Digital photo documentation workflow through mRay.

Patient Confidentiality and Data Protection
In accordance with the hospital’s standard operating procedures
(Multimedia Appendix 4), each patient is informed upon
admission that, in addition to radiological images, clinical
photographs necessary for their treatment may also be taken
during their course of stay, and a written consent is signed.
Additionally, as soon as a photo is to be taken, the patient is
educated again about what kind of picture will be taken, where
it will be stored, and why it is necessary, and verbal consent is

obtained. In emergency situations, another staff member acts
as a witness during the process of taking the photograph. Patient
consent is subsequently obtained as soon as the individual
regains responsiveness.

For digital cameras, data protection protocols require staff to
promptly upload images to the clinical PACS, associating them
with the respective patient’s file. Once uploaded, images must
be deleted from the secure digital card. When not monitored,
the camera should be securely stored. Regarding smartphones,
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they are designated solely for clinical use and feature password
protection. Additionally, photographs are exclusively taken
through a specialized app, which is also password protected,
ensuring direct storage of clinical photographs in the PACS.

Statistics
Primary end points were effective usage of a camera or
smartphone in times per week and the time taken from capturing
to uploading the taken pictures in minutes. Secondary end points
were the estimated time necessary to archive and display images
from the PACS, as well as the intention and reasoning behind
the photographs. Additionally, it evaluated how users
experienced the introduction and usage of the app, but this was
not statistically analyzed. The continuous variables, usage and
time to upload, were expressed using mean (SD), and time to
archive photos and display them from the PACS were expressed
using median (IQR). Evaluations were conducted using the
Mann-Whitney U test, as these variables were considered
estimations despite being interval-scaled as an International
System of Units variable. The other categorical variables were
analyzed using the chi-square test. The level for statistical
significance was set at P<.05. Statistics were made using Prism
(version 8.2.1; GraphPad Software).

Ethical Considerations
All procedures performed in this study involving human
participants were in accordance with the ethical standards of
the Ethics Committee of the State Medical Association of the
Rhineland-Palatinate and with the 1964 Declaration of Helsinki
and its later amendments or comparable ethical standards. Since
the actual photographs taken were acquired as part of the daily
clinical routine and were not part of this study, neither informed
nor written consent from the patients was necessary. Informed

consent was obtained from all individual participants included
in the study, and all data were deidentified. No financial
compensation was provided to any of the study participants.
Data collection, coding, routing, and analysis were in accordance
with the legal data protection policy.

Results

A total of 65 questionnaires regarding digital camera use were
collected from June to July 2020, and 68 questionnaires
regarding the smartphone app were collected from September
to November 2020. The questionnaires were filled out by 5
orthopedic residents. Additionally, 19 fully completed
web-based questionnaires were received.

A comparison of the usage of both devices revealed no
significant differences. Cameras were used 16.4 (SD 7.7) times
per week for taking pictures and 11.2 (SD 9.7) times per week
for showing pictures for consultation, whereas for smartphones,
these values were 18.8 (SD 5.9; P=.10) times per week and 9.8
(SD 4.4; P=.47) times per week, respectively. In 17.5% (SD
16.1%) of cases for taking pictures and 18.6% (SD 22.6%) for
showing pictures, a missing digital camera was mentioned;
however, this issue never arose with smartphones. Technical
failure occurred significantly less if the smartphone was used,
with a rate of 9.7% (SD 18.2%) of cases with the digital camera
and 4.4% (SD 9.1%) with the smartphone (P=.04). If the total
amount of usage (taking photos and demonstrating them) is
adjusted for the cases of missing devices and technical failure,
then the corrected usage for the digital camera is 20.8 (SD 11.4)
times per week and for the smartphone, 26.2 (SD 10.1) times
per week. This difference was statistically significant (P=.005;
Table 1).

Table 1. Primary end points. Values are presented as mean (SD), and P values were calculated using the Mann-Whitney U test.

P valueSmartphone (n=68), mean (SD)Camera (n=65), mean (SD)Primary end points

.00526.2 (10.1)20.8 (11.4)Usage, adjusted total (times per week)

<.0011.8 (1.2)b14.9 (24.0)aTime to upload (hours or minutes)

Usage (times per week)

.1018.8 (5.9)16.4 (7.7)Taking images

.479.8 (4.4)11.2 (9.7)Displaying images

Missing device (% of usage)

N/Ac0 (0)17.5 (16.1)Taking images

N/A0 (0)18.6 (22.6)Displaying images

.044.4 (9.1)9.7 (18.2)Technical failure (% of usage)

aHours.
bMinutes.
cN/A: not applicable.

Statistical differences were also found for the time taken from
taking pictures until completion of the upload, the time the
technical upload took, and the amount of time needed to view
pictures after request (all P<.001; Table 1). The time until
upload presented the biggest difference, with a mean time of

14.9 (SD 24.0) hours with the digital camera compared to 1.8
(SD 1.2) minutes with the smartphone (Table 1).

A comparison of the time the technical archiving and display
of pictures took revealed a significant difference in favor of the
smartphone (both P<.001, Tables 2 and 3).
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Table 2. Secondary end points.

P valueSmartphone (n=68), n (%)Camera (n=65), n (%)Secondary end points

.31Intentiona

53 (78)48 (74)Soft tissue conditions

56 (82)53 (82)Wounds

22 (32)19 (29)Deformities

9 (13)2 (3)Range of motion

15 (22)19 (29)Others

.94Reasoninga

32 (47)34 (52)Legal requirement

21 (31)17 (26)Improving therapy

42 (62)33 (51)Preoperative planning

9 (13)6 (9)Postoperative control

31 (46)29 (45)Consultation

15 (22)14 (22)Others

aPercentages exceed 100% because multiple selections were allowed, and the P value was calculated using the chi-square test.

Table 3. Comparison of time to upload, time to view, and reasons for delay.

P valueSmartphone (n=68), n (%)Camera (n=65), n (%)Comparison

ViewingUploadViewingUploadViewingUpload

<.001<.001Time taken

3 (4)0 (0)0 (0)0 (0)<10 s

27 (40)8 (12)0 (0)1 (2)10-30 s

14 (21)27 (40)11 (17)4 (5)30-60 s

24 (35)32 (47)24 (37)35 (53)1-5 min

0 (0)1 (1)30 (46)26 (40)>5 min

<.001<.001Reasons for delaya

11 (16)11 (16)8 (12)4 (6)Technical issues

0 (0)0 (0)37 (57)49 (75)Distance to workstation

2 (3)1 (1)29 (45)42 (65)Organizational reasons

38 (56)44 (65)20 (31)7 (11)None

17 (25)16 (24)15 (23)0 (0)Others

aPercentages exceed 100% because multiple selections were allowed, and the P value was calculated using the chi-square test.

However, both groups did differ in the reasons as to why there
had been a delay (P<.001). The main reasons mentioned with
the digital camera were the distance to one of the workstations
and organizational reasons, that is, being preoccupied in the
operating theater. With the smartphone, there were mostly no
reasons for a delay, yet in a quarter (16/68, 24% and 17/68,
25%) of cases, a time lag or app crashes were mentioned (Table
3).

No difference was found in the intention behind the photo,
which was mostly documentation of soft tissue conditions (74%
and 78%, respectively) and wounds (both 82%; P=.31), nor in

the reasoning why the photo had been taken (legal requirements,
improving therapy, and consultation; P=.94).

The smartphone app’s high acceptance and approval could be
deduced from the web-based questionnaire, especially in terms
of time savings and an easier workflow (Table 4), with a mostly
positive rating on the applied Likert scale (ranging from –2 to
2; Figure 2). There were 2 indifferent evaluations regarding
higher usage and improved communication. Only the
responsiveness of the app was evaluated negatively with a
median of –1, which concurs with the written answers about
the occurring time lag and crashes of the app (Table 3 and Figure
2).
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Table 4. Web-based questionnaire.

Value (n=19), n (%)aQuestion

Where do you see the main benefit of mRay in an inpatient trauma setting?

17 (90)Time savings

8 (42)Easier communication with increased quality of treatment

13 (68)Easier and more comfortable workflow

0 (0)No benefit

Where the functions of mRay sufficient for carrying out image evaluation?

18 (95)Yes

1 (5)No

What other functions would you like to see in mRay?

9 (47)Automated wound measurement

5 (26)Automated assessment of wound conditions

11 (58)Entering comments on photo findings

3 (16)Others

aPercentages may exceed 100% because multiple selections were allowed.

Figure 2. Results of the web-based questionnaire.

Discussion

Overview
This prospective study highlighted the advantages of workflow
and data security for medical photography by integrating a
smartphone app. One key indication is the reduced time taken
from capturing the photo to its storage in the PACS: almost
instantaneous with smartphones, in contrast to an average
12-hour duration using digital cameras. While viewing photos
is feasible at all workstations, uploading is confined to specific
stations due to network security concerns. Especially in a
time-critical specialty such as traumatology and emergency
medicine, such a tool could be particularly beneficial. By
lowering the threshold and simplifying the cumbersome
workflows of medical photography, the photography process
and the number of photos taken could be increased to the benefit
of the patient. This would take away the argument that there is

no structured assessment or procedure for documentation of
acute wounds because the required effort is considered too high
and time-consuming [13,23,24].

Such reasoning might originate from studies such as Bronsard
et al [23], which tried to establish a pathway for the secure
handling of patient data. In their workflow, the photo was sent
to a coordinator after it had been taken. This person assessed it
and converted it to a DICOM file, which was then cropped by
a secretary and finally uploaded. Each week, it took 3
individuals 1-2 hours to generate 1 image from 3-5 photos. It
is therefore hardly surprising that they only managed to produce
300 images in 2 years.

Furthermore, previous studies showed that adequate medical
photography can improve the care for and decision-making
about complex injuries, especially when soft tissues are at risk
[7-9,25]. In the case of traumatology, this would mainly be open
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fractures. Inaccuracies in the description and extent of the
concomitant soft tissue injury could affect the planning of the
surgical approach and, in the worst case, necessitate the recurrent
removal of the dressings to reassess the wound, facilitating a
rise in infection risk [26].

The need for an easier and safer way to perform medical
photography in traumatology is also enhanced by the argument
of Friesen et al [27]. With the rising incidence of older patients
in trauma wards, they estimated that 25% of in-house patients
could exhibit chronic wounds requiring structured care and
documentation [27].

The key aspect that needs to be addressed is the medicolegal
aspect and risk of data infringement, which have been shown
to be insufficiently addressed in most studies focusing on the
adequacy of protocols for patient consent and publication in
current practice [15]. First, because the workflow must uphold
data security and patient confidentiality, and second, because
the acceptance of photography performed with smartphones
still needs to be increased, particularly among older patients
[18,20].

Anonymous interviews from O’Farrell and Ferreira [1] showed
that in 74% of cases, photos taken using a smartphone were not
deleted. Furthermore, 58% were stored on a laptop and 26% on
a flash drive, while 16% admitted that the device in question
was not password protected, and in 21% of cases, third parties
could have accessed the pictures. The distribution methods
further raise concerns: 58% of the photos were sent for
consultation through WhatsApp and 80% through email. Given
European Union regulations, these findings underscore a
pressing need to address security and privacy challenges in
medical photography [1,14].

On the contrary, although the acceptance of clinically owned
cameras is fairly high, ranging from 75% to 95%, they also pose
a considerable data breach risk. They cannot be password
protected, the data are not encoded, and they are mostly not
stored safely when not in use [1,17,18,20]. Using an app akin
to the one examined in this study, these concerns can be
dismissed. Furthermore, the study of Accetta et al [20] showed
that in such cases, smartphone photography, under the premise
of special information, could reach a comparable acceptance
rate of 88%.

Requirements for performing medical photography are an easy
and fast appliance, secure storage of data, and prevention of
data infringement. This can be achieved using specialized
smartphone apps [28].

In addition to the medical value, efficient and extensive medical
imaging can also provide economic benefits. If the pictures
taken lead to a new diagnosis or therapeutic purpose, then this
could be a billable service [2,21,29]. In a study examining
smartphone-based medical photography, Jordan et al [21]
demonstrated that in 20% of medical audit cases where photos
were used, they helped confirm a diagnosis or procedure. This
resulted in additional revenue of US $330 per case, amounting
to a total of approximately US $70,000 annually.

Besides the possible benefits for acute fracture care and inpatient
management, the third benefit could lie in the effect on medical

certificates [2,30-33]. These aim to offer an objective assessment
of medical outcomes after injuries and rely, therefore, on
measurable findings and reliable tools to avoid bias and achieve
interrater agreement. Using goniometry to clinically examine
the range of motion is important in this regard, but the interrater
reliability and agreement for this are not remarkably high.
However, Naylor et al [32] could prove that measuring the range
of motion from photos taken could achieve an agreement rate
of >0.983.

Finally, a key aspect of modern medicine is the informed consent
of patients and patient education, as patient compliance and
outcomes could be beneficially affected by this [1,34]. Nair et
al [22] showed that over two-thirds of patients stated that after
being shown images of their condition, their understanding of
their condition increased, they believed that this had improved
their therapy, and they would therefore recommend this
approach to other patients.

In the future, additional applications, such as automatic
measurement and categorization of wounds, could be possible
if standardized acquisition of these photos can be achieved
[35-38]. This could be further simplified if technology such as
light detection and ranging scanners becomes widely available
on smartphones. Then maintaining specific distances or
including measurement references would no longer be necessary
for accurate measurements, especially in depth [38-40].

Limitations
This study has some limitations. Despite its prospective design,
the sample size is quite small, and so the evidence base is
limited. Additionally, the study was restricted to a single study
site. As the data were acquired using questionnaires, a certain
amount of bias cannot be excluded. This is especially true for
the outcome parameter “time to upload or view,” which is only
a subjective estimation but has been treated as a categorical
variable. That is the main limitation of this study. For digital
camera usage, in particular, an electronic measurement of these
parameters was not feasible, and neither were such analyses
incorporated in the app. However, any bias should influence
both the data acquired from the digital camera and the
smartphone app similarly, and we only aimed to analyze any
differences found between them. Therefore, the evidence should
not be relevantly impaired by these limitations. Another
limitation is that smartphone photography can compete with
digital cameras in regard to the standards and quality of small
versions meant for small everyday tasks but not for scientific,
educational, or other more challenging purposes requiring higher
resolution and quality. Especially in light of this, another
limitation is that usage in general was assessed, not the
situations, the content, or the quality of the photographs. In this
study, however, the sensor and resolution of the cameras were
comparable on both devices.

Finally, no questioning or evaluation of the patients’ comfort
and preference with both devices has been conducted.

Conclusions
Specialized smartphone apps offer a secure, fast, and easy way
to acquire medical photos and could possibly improve patient
education and care in terms of wound management, in particular,
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while also offering medicolegal and economic benefits. Future
studies should focus on a more objective assessment of
differences and take factors such as patient comfort and

preference, image resolution, and picture quality into
consideration, as well as a larger sample size.
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